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Accuracy of measurements is defined as the sum of precision (standard deviation) and
bias. Unfortunately, this definition is of little use unless bias is independently assessed. In
this article, we extend this classical definition of accuracy of measurements to one of
estimators obtained through data reconciliation techniques. Connection to gross error
robustness measures, defined earlier by the author, is studied. © 2005 American Institute of
Chemical Engineers AIChE J, 51: 1201-1206, 2005
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Introduction

Accuracy has been defined for individual measurements as
the sum of the absolute value of the systematic error plus the
standard deviation of the meter (Miller, 1996). However, it is
well known that in the absence of hardware redundancy, that is,
another measurement obtained using another meter, or soft-
ware redundancy, that is, through data reconciliation, system-
atic errors cannot be detected. The definition is thus good only
conceptually and has little practical value.

Because hardware redundancy is very costly, software re-
dundancy is the most popular way of identifying biases. In
particular, linear data reconciliation renders estimators of pro-
cess variables that satisfy balance constraints and is capable of
filtering biases to some extent. Hypothesis testing has been
extensively used for detection and identification of gross errors.
Literature surveys of this issue can be found in Mah (1990),
Madron (1992), Sanchez and Romagnoli (2000), and Narasim-
han and Jordache (2001).

The object of the work described in this article is to redefine
accuracy, not in terms of the actual systematic error that an
instrument has, but rather with respect to the ability of a gross
error detection scheme to detect such systematic errors. In
other words, accuracy should be reported in relation to the
ability of a gross error detection technique to detect and elim-
inate gross errors. Moreover, because such ability depends on
the number of gross errors present in the measurement, the
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report on accuracy should be made contingent on that number,
as discussed in detail in this article. Thus the aim herein is to
distinguish the existing definition of hardware accuracy (that of
the instrument) from software accuracy.

With respect to software accuracy, but not addressing it
directly, some measures related to the ability of a set of
instruments to detect gross errors or to control the impact of
undetected ones exist. Bagajewicz (1997) introduced the con-
cept of gross error detectability, which relates the structure and
precision of an instrumentation network to the size of the bias
that can be detected in a particular instrument. He also intro-
duced the concept of resilience, which determines the effect of
undetected gross errors throughout the instrumentation network
on a particular estimator. Both concepts are of course strongly
linked to data reconciliation techniques. In this article, it will be
shown how these two concepts are related to the proposed
concept of software accuracy.

The article is organized as follows. The definition of hard-
ware or instrument accuracy is reviewed first, followed by the
proposed definition of software accuracy (Bagajewicz, 2003).
The paper extends the conditions to multiple gross errors and
illustrates the concept through an example. Finally, connec-
tions to previous definitions of gross error robustness are dis-
cussed.

Accuracy of Measurements

Miller (1996) defines the accuracy of an instrument as the
sum of the systematic error plus the precision of the instrument:

a;,= 6, + o; ()

Vol. 51, No. 4 1201



where a;, 6;, and o; and are the accuracy, systematic error, and
precision (square root of variance) of the mean of a certain
number of repeated measurements made by a meter on vari-
able i.

The problem with this definition is that it is useless in
practice. Indeed, on one hand, if one knows the systematic
error, either the instrument is immediately recalibrated and
therefore the systematic error is eliminated or the measurement
is adjusted. On the other hand, if one does not know the value
of the systematic error (the usual case), such systematic error
cannot be inferred directly from the measurements of this
instrument; only the precision can. Thus, although the defini-
tion has conceptual value, it has no practical implications.

Induced Bias

Let the measurement vector be described by
y=pn+dé+e 2)

where y is the vector of measurements, u represents the true
values, & is the vector of biases, and ¢ is the vector of random
errors. With the common assumption that & = N,(0, S) and
with the conservation laws given by Aw = 0, the maximum
likelihood estimate of w is given by

fi =y — SAT(ASA") Ay 3)
The expected value of the vector of estimators is then
E[q] =+ &6 — SAT(ASAT)'AS 4)

We note that E[i] = w only when 6 = 0. In other words, the
estimator is unbiased only in the absence of systematic errors.
This expression allows us to define the induced bias as the
difference between the expectation when gross errors are
present and the true values, that is

S§=1[1—SwW]s &)

where W = AT(ASAT)™'A, which is the variance—covariance
matrix of S~ (4 — y),. We immediately notice that when there
is one biased variable, the smearing effect of data reconcilia-
tion reduces the absolute size of the induced error in the
variable. Indeed, assume that the only bias is 8,. Then §, = [/ —
SAT(ASAT)"'A),;6;, which is smaller than §;, because SW has a
nonnegative diagonal.

There are a variety of available techniques to detect and
eliminate gross errors in a system. Mah and Tamhane (1982)
proposed the measurement test. Later the maximum power
measurement test was introduced (Tamhane and Mah, 1985).
This test has been used in gross error hypothesis testing in
common applications. Nodal methods, testing the residuals of
the constraints using the normal distribution, have also been
proposed. In turn, Narasimhan and Mah (1987) introduced the
GLR (generalized likelihood ratio) identification test, which
can also provide an estimate of the gross error. Narasimhan and
Mah (1987) and Crowe (1988) showed that these two are
equivalent and have maximum power for the case of one gross
error. Later, principal-component tests (PCT) were proposed
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by Tong and Crowe (1995, 1996) as an alternative for multiple
bias and leak identification. Industrial applications of PCMT
were reported by Tong and Bluck (1998), who indicated that
tests based on principal-component analysis (PCA) are more
sensitive to subtle gross errors than others, and have greater
power to correctly identify the variables in error than the
conventional nodal, measurement, and global tests. Principal-
component tests, however, have proven to be less efficient than
the measurement test when used for multiple gross error iden-
tification (Bagajewicz et al., 1999, 2000). Powerful and statis-
tically correct combinations of nodal tests have been intro-
duced by Rollins et al. (1996). We cite only the above methods
because they are relevant to this article, but many other tests
have been proposed and they can be found in the aforemen-
tioned books.

For the case of multiple gross errors, serial elimination was
originally proposed by Ripps (1965). The method proposes to
eliminate the measurement that renders the largest reduction in
a test statistics until no test fails. Several authors proposed
different variants of this procedure (see, for example, Nogita,
1972; Romagnoli and Stephanopoulos, 1981; Rosenberg et al.,
1987). Of all these strategies, the one that has been imple-
mented in commercial software more often is the one where the
largest measurement test (MT) is used to determine the mea-
surement to eliminate. Most current commercial software use
serial elimination.

The aforementioned set of techniques are effective only in
detecting gross errors of a size that is above a certain threshold.
Below such a threshold, they are not detected and they remain
as induced biases in the reported estimators. Thus, one must not
be fooled to think that a system has no biases, even when the
most powerful gross error detection scheme has been applied.
Small induced biases will always persist—which leads to a new
definition of accuracy, presented next.

Accuracy of Estimators

For consistency, it is proposed to extend Eq. 1 to define
accuracy of an estimate in the same form. Thus, the accuracy
of an estimator (or software accuracy) is defined as the sum of
the maximum undetected induced bias plus the precision of the
estimator, that is

4, = 6,+ 8* (6)

where d,, 8% and &, are the accuracy, the maximum undetected
induced bias, and the precision (square root of variance ;) of
the estimator, respectively. The accuracy of the system can be
defined in various ways, such as by making an average of all
accuracies or taking the maximum among them. Because this
involves comparing the accuracy of measurements of different
magnitudes, relative values are recommended. Herein the fol-
lowing is used

- a;
ag = max{F} (7)

Vi i

where @g is the accuracy of the system.
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Maximum Induced Bias

Assume now that the maximum power measurement is used.
The maximum power test statistics for stream k under the
presence of gross error in stream s (Zka ) is given by the
following expression

ur _ [S7H @ = )l _ [eiW(p + b + &)
ko VWi Wi

®)

The hypothesis test consists of comparing the statistic with a
critical value associated with the chosen degree of confidence.
Thus, the usual assumption of white noise and confidence p =
95% renders a critical value. One can, of course, add the
Bonferroni correction, which consists of dividing the level of
confidence by the number of measurements. Thus the expected
value of the maximum power test can be obtained directly from
Eq. 8 by recognizing that

| Wk38s|
E[Z}"] =
[ L,x] \/Wikk (9)

This test is consistent; that is, that under the assumption of one
gross error, it points to the right location. In other words,

E[Z)"] > E[Z}T Vk+#s (10)

Therefore, a gross error in variable s (§,) will be detected if its
value is larger than a threshold value 8'7), ,.given by

(p)
8<p) crit

) = —— 11
crit,s \/Wiw ( )

In turn, the corresponding maximum undetectable induced
bias in variable i (82}, , ,)—always under the assumption of

one gross error—attributed to the undetected gross error in
variable s is

Sg'fiz‘,i,a' = {[I - Sw]es5£{"3x}l = [(I - SW)IS]SSZ)I,A

ST o)
AY W:s

Thus, the maximum induced bias that will be undetected is
given by (Bagajewicz, 2003)

[(] - SvV)ix]
8 = max &7, = Zfimax ———"— (13
Vs Vs \r/ s

We note here that, although the maximum power test is con-
sistent—that is, it will point to the right location of the bias—
this does not mean that the maximum undetectable induced
value from a location of a gross error in some other variable
cannot be larger.
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Maximum Power Test-Based Accuracy of Order
One

One can now complete the definition of accuracy as follows:
The accuracy of the estimator of a variable i, under the
assumption of the use of the maximum power test with confi-
dence p and the presence of only one gross error, is given by

1= (SW);]
A0 =8 4 Zmax - Sl 14
i \‘/ ii cntrnvix \/‘7” ( )

or in relative terms

Bu, Zi = (W]

FoOORTEw, (15)

@M =

Maximum Power Test-Based Accuracy of Higher
Order

Consider now the presence of n; gross errors. The maximum
power statistics will render

> Wi,

VseT

—

'Y kk

E[Z7] = (16)

where T is the set of n, gross errors located in specific vari-
ables.

It is well known that under certain conditions the test points
to the right set of gross errors, but it can sometimes fail.
However, the inconsistency of the MP test is of small concern
here. Indeed, we define accuracy in terms of undetected biases.
When the measurement test points to an error, we assume that
these errors, in their right location, are identified. It is of little
use to define accuracy in terms of wrongly applied techniques.
Thus, we assume that the practitioner is aware of the inconsis-
tency and will take care of the problem by properly identifying
the right location of the gross errors. The same can be said by
the uncertainty of the gross error location arising from equiv-
alency theory (Bagajewicz and Jiang, 1998). According to this
theory, when a test (any test) points to a set of gross errors,
there are sets of gross errors that are equally equivalent, in the
sense that they produce exactly the same numerical effect in the
data.

The MP test will flag for any combination of gross errors
such that

E Wks8:

VsET

Wi

Z([’) <

crit —

a7

Therefore the sets of critical values of a particular set of gross
errors 7 is not unique and cannot be uniquely determined as in
the case of a single gross error. Consider one such set of critical
values. We then write
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2 kaagfz)ts

VseT

ZgiN Wy vk (18)

The corresponding induced bias in variable i is

87 = {1 — SWI8u, = 8, — > (SW),8,  (19)

SET

where 8(2), is the vector containing a critical value of the gross
error size in the selected positions corresponding to the set 7 at
the confidence level p. To find the maximum possible unde-
tected induced bias, one has to explore all possible values of
gross errors in the set. Thus, for each set 7 we obtain the
maximum induced and undetected bias by solving the follow-
ing problem

SSP)(T) = max crttt E (SW)ISSL‘HIS
VsET seET
E Wksscrit,s - crtt m V k
VseT

This problem is solved for each set of n; gross errors located in
specific variables given by the set 7" and the unknowns are the
components of the vector §_,;,, where the inequality is written
for convenience (the constraint is binding at the optimum).
We formally define the location of the gross errors through
the use of a vector of binary variables g, that is, g, = 1 if a
gross error of set 7T is located in variable s and zero otherwise.
Clearly 2y, g7, = ny. In addition, we can drop the absolute
value from the objective because one can invert the signs of all
gross errors and obtain the same answer. Thus, we can write

\

SEW(T) = maX[Scrit,iqT,i - E (SW)iSSCrit,SQT.s}

Vs

S.t.
3 e =71 Yk o
= \m zrz! qu s crit
qT,k| Scril,k‘ = vk J

After the absolute value is replaced by the following two
standard inequalities

2&541]7—2@: Yk

Vs \’/@ o

- L‘I‘l s S Z(p) V k 22
; \,Wkk 1, dqr, crit ( )

the problem is linear for a given instrumentation network (the
vector g, is a constant).

Therefore, because one has to consider all possible combi-
nations of bias locations, we write
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Fi I N F3 > Fs > F;
1 Fo
Figure 1. Example flow sheet.
8" = max 8" (T) (23)
vT

which implies that one has to solve the problem (Eq. 21) for all
combinations of n; gross errors in the system. One can convert
this into a simple MILP (mixed integer linear programming)
problem by recognizing that it contains products of integer and
continuous variables for which standard transformations are
available.

Therefore, one can now complete the definition of accuracy
as follows:

The accuracy of the estimator of a variable i, under the
assumption of the use of the maximum power test and the
presence of t gross errors is given by

ay" e = (S, + 8 24)

Example

We illustrate the above concepts using the following pro-
cess, as illustrated in Figure 1, that was used by Rollins et al.
(1996) but originally taken from Narasimhan and Mah (1987).

For this process

A= : 25)

Consider the following variance—covariance matrix

1
0.2

S = 1 (26)

The values of precision and accuracy of the different variables
for order one are given in Table 1. The last column contains the
sizes of the gross errors and their locations that cause the
largest undetected bias in the corresponding variable.

The table illustrates that flows F, and Fg have a reasonable
precision (3.3 and 3.6%, respectively) but a very bad accuracy
(of the order of 10%), whereas others do not. If, for example,
one is interested only in F, or F,, then the accuracy is an
acceptable 1.56%. That is, only induced gross errors of size <
0.95 will be undetected.

The accuracy of a variable cannot sometimes be improved
by locating a better instrument in the variable. Indeed, if one
locates an instrument of 0.1% precision measuring flow rate F,
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Table 1. Accuracies of Order One for Example 1

o,/F; G6./F; GMP(0.95.1)

Stream 7, (%) 6, (%) areos-n (%) 30, (5)
F, 1 1 0.614 0.614 1.56 1.56 2.509 (1)
F, 0.447 0.319 0.389 0.278 1.74 1.24 1.788 (2)
F, 1 0.714 0.389 0.278 1.74 1.24 1.788 (2)
F, 1 5 0.659 3.294 1.80 9.00 2.632 (4)
Fs 1 0.833 0.629 0.525 1.64 1.37 2.548 (5)
F¢ 1 5 0.713 3.569 2.15 10.77 2.827 (6)
F, 1 1 0.614 0.614 1.56 1.56 2.509 (7)

its accuracy only decreases to be 8.77%, which is not a signif-
icant drop. To fix the accuracy of stream F,, actually, one needs
to identify which undetected measurement bias in some other
stream induces such a big bias in F,. For example, changing the
precision of F,, F5, and F5 to 0.1% reduces the accuracy value
of F, to 1.72%. In fact, measuring this flow does not really help
at all.

Table 2 shows the results for the accuracy of order two. The
last column shows the values and locations of gross errors that
produce the largest undetected bias.

We first note that F; and F; have the same accuracy because
they are part of an equivalent set (Bagajewicz and Jiang, 1998).
Second, we note that all streams but one have the largest
undetected induced bias contributed by biases in their own
measurements. Finally, we confirm that the smearing of data
reconciliation renders smaller induced errors.

We now turn to analyze the case of three gross errors. In this
case the definition fails to produce a bounded value of induced
bias. Indeed, all streams in this flowsheet participate in a loop
of three streams, which raises the possibility of a set of three
gross errors in these streams to go completely undetected.
Indeed, take streams F,, Fg, and F,, for example. In this set,
consider a set of three gross errors of the same size but different
sign as follows: 6,, 8o = —8, and &; = §,. Such a set renders
the maximum power test unable to find gross errors, simply
because they are consistent with the balance equations.

Connections to Reliability and Estimation
Availability

The above example raises some issues regarding the ability
of the maximum power test to identify the presence of gross
errors. We recognize, however, the extremely low probability
of the cases that are raised. The way to handle this theoretically
is to determine the failure distribution density through time and
the size distribution of these biases. Once these are known, one
can obtain a probabilistic-based definition of accuracy. This is
left for future work.

Table 2. Accuracies of Orders Two and Three
for Example 1

GVP(0.95.2)

Stream arro-os» (%) 8L o 8 (51, 82)
F, 2.748 2.748 3.696, 1.958 (1, 7)
F, 2.771 1.980 2.317,4.208 (2, 3)
F5 2.771 1.980 2.317,4.208 (2, 3)
F, 3.374 16.869 1.891, 4.208 (2, 4)
Fs 2.709 2.258 —1.903,3.619 (4, 5)
F¢ 3.145 15.724 1.841, 3.818 (5, 6)
F, 2.748 2.748 1.958, 3.696 (1, 7)
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Connections to Gross Error Detectability and
Resilience

Accuracy embeds the notion that gross errors might be
present together with white noise. In turn, gross error detect-
ability is defined as the ability of a network to detect a gross
error of a certain minimum size or larger. This concept was
introduced by Bagajewicz (1997, 2000), who proposed that the
minimum size be given by

o

S(m, a, B) = p(m, a, B) (

-ar @D
which is the smallest size of gross error that can be detected
with probability 8. Typical values of B are 50 and 90% and
tables for p(m, a, ), as well as an empirical expression for
large number of degrees of freedom (m), are given by Madron
(1992). This expression is obtained by realizing that the for-
mula above is the relation between the minimum value §%(m, «,
B) and the noncentrality parameter p(m, «, (3) of a chi-squared
distribution that is followed by #(CxQxCx)_'r in the presence
of gross error. Expressions for larger numbers of gross errors
have not yet been developed.

The expression used for gross error detectability is based on
the idea that one is using the global test, whereas the definition
of accuracy above assumes that the maximum power measure-
ment test is used. It is therefore claimed that the accuracy
definition proposed here is much more appropriate to be used
as a measure of robustness than gross error detectability. More-
over, the former was extended to the presence of multiple gross
errors, whereas the latter is limited in this regard.

Finally, resilience can be expressed as the difference be-
tween accuracy and precision. Indeed, resilence is the ability of
a network to limit the smearing effect of gross errors. In other
words, it is a number that sets an upper bound on the effect of
undetected gross errors in estimators obtained using data rec-
onciliation. Therefore, although the concept in itself can con-
tinue to be used, we see little purpose in using it, given that
accuracy contains everything one might need in robustness
terms.

Conclusions

Accuracy has been defined in the context of data reconcili-
ation and related to one popular test, the maximum power
measurement test. The definition is an extension of one used
for measurements to estimators. We define the induced bias as
the bias obtained in a stream after data reconciliation is per-
formed in the presence of gross errors. We show that the
smearing effect of data reconciliation renders induced biases
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that are smaller than the actual measurement biases. Finally, we
show that loops initiate unlimited accuracy and we claim that
these are nonetheless events with low probability so we antic-
ipate working on a probabilistic-based definition of accuracy.
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Notation

= matrix for material balances

= hardware accuracy

= accuracy of estimators

= confidence level for tests

= binary vector to indicate bias location

= variance—covariance matrix of measurements

= vector of measurements

= maximum power statistics for stream k with a gross error
in stream s

FR
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Greek letters

@& = accuracy of the system
5, = measurement bias
8% = maximum undetected induced bias
8, = induced bias vector
8(7) . = maximum undetected bias in stream s
5 .i.s = maximum undetected induced bias in stream i for a gross
error in stream s
= vector of random errors
true values of process variables
maximum likelihood estimator of w
; = measurement precision
&, = the precision of estimators
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